
USI AUSkey
Replacement

VETtrak. Number 1 in RTO



AUSkey is being decommissioned!

AUSkey is being decomissioned on 
Friday 27 March 2020

• Presumeably AUSkeys will cease 
to function

• RTO's will require a new set up to 
access USI web services

• *Something* will need to replace 
AUSkey

Source:
https://softwaredevelopers.ato.gov.au/AUSkeydecommissioning

https://softwaredevelopers.ato.gov.au/AUSkeydecommissioning


Why is AUSkey being decommissioned?

AUSkey has not kept pace with changes 
in technology and does not meet the 
future needs of most businesses. It is:

• not supported on mobile devices
• not compatible with all internet 

browsers
• difficult to setup and maintain
• restricted to online services 

and authorisations and cannot be 
used to verify with the ATO by phone

• difficult for users who manage 
multiple AUSkeys.

Source:
https://softwaredevelopers.ato.gov.au/AUSkeydecommissioning

https://softwaredevelopers.ato.gov.au/AUSkeydecommissioning


What is replacing AUSkey for USI services?

AUSkey (including Device AUSkey) will be 
replaced by new authentication and 
authorisation services:

• myGovID is the Australian Government’s digital 
identity provider and a new way to prove who 
you are online. You will be able to authenticate 
and access online services using myGovID.

• Relationship Authorisation Manager (RAM) is a 
new Australian Government authorisation
service that allows you to manage your 
business authorisations online and in the one 
place.

• Machine credentials a new Machine to Machine 
(M2M) solution is being developed to replace 
the use of Device AUSkey in software.

Source:
https://softwaredevelopers.ato.gov.au/AUSkeydecommissioning

https://www.mygovid.gov.au/
https://info.authorisationmanager.gov.au/
https://info.authorisationmanager.gov.au/machine-credentials
https://softwaredevelopers.ato.gov.au/AUSkeydecommissioning


What has VETtrak done to prepare?

Our VETtrak 20.1 update integrates 
with the new government services, 
allowing users to replace their AUSkey 
for good.

• For Local VETtrak customers, they can 
replace their Device AUSkey with the new 
Machine Credential option available from 
RAM.

• Hosted VETtrak customers can create a 
Notification within RAM to allow their 
hosted VETtrak service to directly access 
USI Web Services



So what do YOU need to do?

In order to successfully configure 
VETtrak to access USI functionality, 
external government websites will need 
to be visited and processes completed.

And the good news is, We are going to 
cover the processes now!



myGovID
The first step to setting up 2020 USI access



Step 1: Set up myGovID

myGovID is a digital identity 
service which allows you to 
prove who you are online.

For USI related functions, it is 
required for you to log in to the 
RAM website to gain access to 
USI web services.



Step 1: Set up myGovID

To set up your myGovID, you will 
need:

• A Smart device (Tablet or Phone)
• iOS 10 or later
• Android 7.0 or later

• An Email Address
• The email address must belong to you. It 

should not be a shared email address.

• Be 15 years or older

Source: https://www.mygovid.gov.au/how-do-i-get-set-up

https://www.mygovid.gov.au/how-do-i-get-set-up


Step 1: Set up myGovID

Download the myGovID app

• For Apple devices, visit the App Store:

• For Android devices, visit the Google 
Play Store:

Source: https://www.mygovid.gov.au/how-do-i-get-set-up

https://itunes.apple.com/au/app/mygovid/id1397699449?mt=8
https://www.mygovid.gov.au/sites/default/files/googleplayapp.png
https://www.mygovid.gov.au/how-do-i-get-set-up


Step 1: Set up myGovID

Enter your initial details

Open the myGovID app and follow the 
prompts. You will need to enter your:

• full name
• date of birth
• email address

Source: https://www.mygovid.gov.au/how-do-i-get-set-up

https://www.mygovid.gov.au/how-do-i-get-set-up


Step 1: Set up myGovID

Add your identity documents – this is 
just like a 100-points ID check

You’ll need two of the following Australian 
identity documents (your name must match 
in each):

• driver’s licence or learner’s permit
• passport
• birth certificate
• Medicare card

Source: https://www.mygovid.gov.au/how-do-i-get-set-up

https://www.mygovid.gov.au/how-do-i-get-set-up


Step 1: Complete!

Source: https://www.mygovid.gov.au/how-do-i-get-set-up

With this done, you can now use the 
myGovID app to log in to 
Government Resources!

When attempting to access a website, you 
will receive a prompt on your phone, 
providing a secure generated code to sign 
in.

https://www.mygovid.gov.au/how-do-i-get-set-up


Relationship Authorisation Manager
Linking your business to access USI Web Services



Step 2: Link you business within RAM

To use myGovID with participating 
government online services, you 
need to link your myGovID to a 
business in Relationship 
Authorisation Manager (RAM).

To do this, you will need to be 
the principal authority* of the 
business.

*Usually the business owner



Step 2: Link you business within RAM

Visit the RAM website:
https://info.authorisationmanager.gov.au/

To begin the login process, select the
Button on the right-hand side labeled
'Login with myGovID'

https://info.authorisationmanager.gov.au/


Step 2: Link you business within RAM

This will display the login area proper, 
describing what you can do within the 
RAM website.

Once again, press the button labeled
'Login with myGovID'



Step 2: Link you business within RAM

The following page prompts you to get 
the myGovID app. In this case, entered 
your myGovID email in the lower portion.



Step 2: Link you business within RAM

Within the myGovID app, you should now 
receive a code that you can enter into the 
RAM website window.

You should now be logged in!



Step 2: Link you business within RAM

You will now be within the RAM website.

Click Link your business to be redirected to 
the Australian Taxation Office (ATO) to find 
your business or businesses.



Step 2: Link you business within RAM

In the area that appears, enter your postal or 
residential address as held by the ATO and 
click Continue.

Note: Do not use your business address!



Step 2: Link you business within RAM

Select the business or businesses you wish to 
link from the list and click Continue.

(All businesses that you are listed as an 
eligible associate for in the ABR will appear 
here.)



Step 2: Link you business within RAM

Enter an email address and click Send Email
to receive an authorisation code via the email 
you entered.

This is a confirmation step to finalise the 
business being linked.

Note: The email address entered here can be 
different to the one used to set up your 
myGovID. For example, you may want to use a 
business email address.



Step 2: Link you business within RAM

Check your email for the 6-digit verification 
code.

Back in RAM, enter the verification code, click 
Verify and then click Continue.



Step 2: Link you business within RAM

View the summary of the selected 
business/businesses, then select the 
checkbox to declare you understand and 
accept.

Click Submit.



Step 2: Link you business within RAM

A message will display confirming your 
business is successfully linked. Click Continue.

You will then be returned back to the Manage 
authorisations page.

Your business is now linked!



What comes next?
Final steps to get USI up and running in VETtrak



What comes next

With your business successfully linked within 
the RAM website, the next steps will differ 
depending on how you access VETtrak.

• If you are a VETtrak Local Customer, you 
will need to create a Machine 
Credential that VETtrak will use to liaise 
with USI service.

• If you are a VETtrak Hosted customer, you 
will need to create a Notification within 
the RAM website.



Local Customers: Machine Credentials

A machine credential is installed on a device 
and enables you to interact directly with 
government online services through your 
business software.

• Machine credentials will replace any 
Device AUSkeys currently used in software.

• Machine credentials allow a business to 
access online services directly through 
desktop or locally hosted software.

• Only local VETtrak customers will make use 
of a Machine Credential



Local Customers: Machine Credentials

Log in to the RAM website using your 
myGovID details.



Local Customers: Machine Credentials

Click View or manage authorisations, 
machine credentials and cloud software 
notifications.

You will be directed to a view of all the 
entities you can act for.



Local Customers: Machine Credentials

Select the entity you would like to create 
a machine credential for.

This should be your RTO.



Local Customers: Machine Credentials

A page for the business will be displayed.

Click the Manage Credentials tab in the 
toolbar.



Local Customers: Machine Credentials

The Manage credentials page will 
be displayed.



Local Customers: Machine Credentials

You will need to install a plugin for your 
browser to download the Machine 
Credential.

Click Machine credential downloads.

Install and enable the browser extension.

Note: The RAM website offers help in 
the Installing a browser extension section.

https://info.authorisationmanager.gov.au/guide-how-to-install-a-machine-credential


Local Customers: Machine Credentials

With the browser plug in installed, you 
should now see the Create machine 
credential button!

Press it to get started.



Local Customers: Machine Credentials

Enter the following information:

• Keystore path – This is where the machine 
credential will be created and stored 
locally. VETtrak has a dedicated 'Machine 
Credential' folder as of version 20.1.

• Keystore password – Choose a password.
• Verify your keystore password. 
• Credential name – Enter a name for the 

machine credential. You can simply name it 
'VETtrak'.

• Identify the Machine Credential 
Custodian – This will be pre-filled with your 
name and cannot be changed.



Local Customers: Machine Credentials

Enter the following information:

• Keystore path – This is where the machine 
credential will be created and stored 
locally. VETtrak has a dedicated 'Machine 
Credential' folder as of version 20.1.

• Keystore password – Choose a password.
• Verify your keystore password. 
• Credential name – Enter a name for the 

machine credential. You can simply name it 
'VETtrak'.

• Identify the Machine Credential 
Custodian – This will be pre-filled with your 
name and cannot be changed.



Local Customers: Machine Credentials

With these details entered, press 
Download.



Local Customers: Machine Credentials

With the Machine Credential downloaded, you can now configure it within your VETtrak system!



Local Customers: Machine Credentials

We have covered this process from a VETtrak perspective within our VETtrak Help Center!

https://customer.vettrak.com.au/hc/en-us/articles/360001390135-USI-Creating-a-Machine-Credential-in-RAM-Local-
Customers-

https://customer.vettrak.com.au/hc/en-us/articles/360001390135-USI-Creating-a-Machine-Credential-in-RAM-Local-Customers-


Hosted Customers: RAM Notification

A Notification flags that the cloud-based 
software you are utilising will communicate 
with the government systems you with to 
utilise - such as the USI web service.

• Notifications within RAM have unique 
information entered that correspond to the 
system you are using.

• The VETtrak software has unique 
details within it's preferences for you to set 
up the notification.



Hosted Customers: RAM Notification

Firstly, within your hosted VETtrak go to 
the File menu and select Global 
Preferences:



Hosted Customers: RAM Notification

On the left-hand side, select Compliance 
Preferences, then in the section on the 
right hand side select the tab titled USI 
CAA:



Hosted Customers: RAM Notification

This screen shows VETtrak's ABN and your 
VETtrak software ID which you will need 
to create a cloud software notification.

Take note of these items for when you 
access the RAM website!



Hosted Customers: RAM Notification

Log in to the RAM website using your 
myGovID details.



Hosted Customers: RAM Notification

Click View or manage authorisations, 
machine credentials and cloud software 
notifications.

You will be directed to a view of all the 
entities you can act for.



Hosted Customers: RAM Notification

Select the entity you would like to create 
a Notification for.

This should be your RTO.



Hosted Customers: RAM Notification

A page for the business will be displayed.

Click the Manage Notifications tab in the 
toolbar.



Hosted Customers: RAM Notification

A page for the business will be displayed.

Click the Manage Notifications tab in the 
toolbar.



Hosted Customers: RAM Notification

This will display the Manage 
Notifications tab.

Press Add Notification.



Hosted Customers: RAM Notification

In the field titled Digital Service Provider 
ABN, enter VETtrak's ABN: 92 083 795 
500

Press Continue.



Hosted Customers: RAM Notification

Enter the Software ID from your VETtrak 
system, and select a start and end date 
for this notification (You can also 
select No End Date).



Local Customers: Machine Credentials

Select the check box for the Office of the 
Student Identifiers Register and 
select Continue.



Local Customers: Machine Credentials

On the next page, review the information 
summary of this notification, and when 
ready select Submit

The newly added notification will be listed 
on the Manage notifications screen to 
show your notification has been 
completed successfully



Hosted Customers: RAM Notification

Back in the VETtrak preferences, make 
sure that Use CAA to connect to USI 
service is ticked - if this option is not 
selected VETtrak will be unable to use the 
USI Services via your creation notification.



Hosted Customers: RAM Notification

Take note: Make sure the National RTO 
Id and the ABN for your business are 
accurate within your Organisation Wizard.

If these do not match the business the 
Notification has been created for, the USI 
service will not be able to function.



Hosted Customers: RAM Notification

We have covered this process from a VETtrak perspective within our VETtrak Help Center!

https://customer.vettrak.com.au/hc/en-us/articles/360001390155-USI-Creating-a-Notification-in-RAM-Hosted-Customers-

https://customer.vettrak.com.au/hc/en-us/articles/360001390155-USI-Creating-a-Notification-in-RAM-Hosted-Customers-


If you get stuck!

The VETtrak Help Centre has a range of 
new articles covering all of these 
processes.

• Unique Student Identifier (USI)
• Setting up Unique Student Identifier (USI) features in 

VETtrak
• Unique Student Identifier (USI) Overview
• USI: Setting up myGovID / RAM
• USI: Creating a Machine Credential in RAM [Local 

Customers]
• USI: Creating a Notification in RAM [Hosted Customers]

https://customer.vettrak.com.au/hc/en-us/sections/204114047-Unique-Student-Identifier-USI-
https://customer.vettrak.com.au/hc/en-us/articles/115002936348-Setting-up-Unique-Student-Identifier-USI-features-in-VETtrak
https://customer.vettrak.com.au/hc/en-us/articles/219506447-Unique-Student-Identifier-USI-Overview
https://customer.vettrak.com.au/hc/en-us/articles/360001389815-USI-Setting-up-myGovID-RAM
https://customer.vettrak.com.au/hc/en-us/articles/360001390135-USI-Creating-a-Machine-Credential-in-RAM-Local-Customers-
https://customer.vettrak.com.au/hc/en-us/articles/360001390155-USI-Creating-a-Notification-in-RAM-Hosted-Customers-


If you get stuck!

The RAM website also has some 
fantastic resources to assist in your set 
up, as well as a phone support line.

• The RAM website has a wealth of videos and 
written documentation. This information will 
continuously be improved as RAM extends to 
more government online 
services.(https://info.authorisationmanager.gov.au/he
lp)

• If you still need to speak with RAM, you can 
contact their support line on 1300 287 539
(select option 3 for RAM enquiries) between 
8.00am and 6.00pm, Monday to Friday.

http://)https:/info.authorisationmanager.gov.au/help

